Template for Law Enforcement Inquiries Guideline
(To be shared with the Library Board of Trustees and modified for the individual Library)

Mission Statement

The Library supports the efforts of our country to preserve and protect the security of our
nation. The Library, however, recognizes its position of special trust with members of the
public. As the choice of books and other library materials, along with the use of the
information resources of the Library is essentially a private endeavor on the part of each
individual patron, the Library has the responsibility of protecting the rights and privacy of
our patrons in accordance with NYS Law 45009.

Civil Practice Laws and Rules Section 4509 Library Records, (signed into law June 13,
1988) states “Library records, which contain names of other personally identifying details
regarding the users of public, free association, school, college and university libraries and
library systems of this state, including but not limited to records related to the
circulation of library materials, computer database searches, interlibrary loan
transactions, reference queries, requests for photocopies of library materials, title
reserve requests, or the use of audio-visual materials, films of records, shall be
confidential and shall not be disclosed except that such records may be disclosed to the
extent necessary for the proper operation of such library and shall be disclosed upon
request or consent of the user of pursuant to subpoena, court order or where otherwise
required by statute.”.

The Library Director has been designated as the person responsible for handling law
enforcement requests. All library staff should understand that it is lawful to refer the
agent or officer to an administrator in charge of the library, and that they do not
need to respond immediately to any request. A librarian acting as Head of Building
should try first to call the Director, the Assistant Director, Librarian in charge,
Supervisor, or the Board President if appropriate.

During a visit:

1. If anyone approaches a staff member alleging to be a law enforcement official
requesting information, DO NOT DISCLOSE ANY INFORMATION.

2. Ask for identification and then immediately refer the agent or officer to the library
Director or other designated staff. Photocopy identification or take business card.

3. Director or other officer will meet with the agent with the library counsel or
another colleague in attendance.

4. Ask to see the court order(s) ( for example, search warrant, subpoena, National
Security Letter) authorizing law enforcement.

5. If the agent or officer does not have a court order compelling the production of
records, the director or officer should explain the library’s confidentiality policy
and/or the state’s confidentiality law (NYS 4509) and inform the agent or officer
that users’ records are not available except when a proper court order in good
form has been presented to the library.

6. If there is no court order presented the FBI and /or local law enforcement has no
authority to compel cooperation with an investigation or require answers to
questions (other than the name and address of the person speaking to him/her).




If the agent or officer makes an appeal to patriotism, the Director will explain
that, as good citizens, the library staff will not respond to informal requests for
confidential information, in conformity with professional ethics, First Amendment
freedoms and state law.

If the agent or officer does present a court order the Director should immediately
refer the court order to the library’s legal counsel for review.

If the court order is in the form of a subpoena:

Counsel will examine the subpoena for any legal defect including the manner in
which it was served on the library, the breadth of its request, its form, or an
insufficient showing of good cause made to a court. If a defect exists, counsel
will advise on the best method to resist the subpoena.

Through legal counsel the Director will insist that any defect be cured before
records are released and that the subpoena is strictly limited to require release of
specifically identified records or documents.

The Attorney or Director will require that the agent, officer, or party requesting
the information submit a new subpoena in good form and without defects.

The Attorney and Director will review the information that may be produced in
response to the subpoena before releasing the information. They will follow the
subpoena strictly and will not provide any information that is not specifically
requested in it.

If disclosure is required the Library’s Attorney will draft a request to the court to
enter a protective order keeping the information confidential and limiting its use
to the particular case. The document will ask that access be restricted to those
persons working directly on the case.

If the court order is in the form of a search warrant:

Search warrants are executable immediately. However, ask to have library
counsel present before the search begins to allow counsel to examine the warrant
and assure that the search conforms to the terms of the warrant. This request may
not be granted.

Gather records identified in the warrant and present them rather than allowing
non-library personnel to go through the Library’s databases or records.

If the court order is a search warrant issued under the Foreign Intelligence
Surveillance Act (FISA) (USA PATRIOT ACT amendment):

The recommendations for a regular search warrant still apply. However, a search
warrant issued by a FISA court also contains a “gag order.” That means that no
person or institution served with the warrant can disclose that the warrant has
been served or that records have been produced pursuant to the warrant



e The library and its staff must comply with this order. No information can be
disclosed to any other party, including the Director if not present at the time
warrant is served and the patron whose records are the subject of the search
warrant.

e The gag order does not change a library’s right to legal representation during the
search. The library can still seek legal advice concerning the warrant and request
that the library’s legal counsel be present during the actual search and execution
of the warrant.

If the court order is a National Security Letter:

The procedure is the same as for a search warrant. However, a gag order applies. The
Director will contact Library counsel. If the Director is not available, contact the
Assistant Director or Librarian in charge. S/he may request that the Library’s legal
counsel be present during the search and that the search be delayed until counsel
examines the court document. If law enforcement chooses to proceed, the Library must
comply.

The Board recognizes that it is only through continued public confidence in the fact that
these guidelines are being upheld that the public can maintain its confidence in the public
library.

ALA Privacy Toolkit

The American Library Association (ALA) Office of Intellectual Freedom (OIF) provides
additional information about privacy, confidentiality and related issues on the Privacy

Toolkit web page which can be viewed at:

http://www.ala.org/ala/oif/iftoolkits/toolkitsprivacy/Default4517.htm

Records Retention

It is also recommended that libraries have a current policy that conforms to state
guidelines for the retention of records. Samples are included below.

Internet sign up sheets one day

Patron circulation records ~ Three weeks if resolved
ILL records Three months

Incident reports (patron) Permanently

Please see the recommendations that follow for a more complete guide.


http://www.ala.org/ala/oif/iftoolkits/toolkitsprivacy/Default4517.htm

The MU-1 Records Retention and Disposition Schedule indicates the minimum length of time
that officials of Cities, Towns, Villages and Fire Districts must retain their records before they
may be disposed of legally. This Schedule does not cover retention periods for records of New
York City offices and boroughs. Before records disposition takes place, this Schedule must be
formally adopted by resolution of the governing body. The State Archives has prepared and
issued this Schedule in accordance with state law and regulation.

LIBRARY - MU-1

1.[304]

Incorporation, chartering and registration records:
RETENTION: PERMANENT

*2.[305]

Accession records:
RETENTION: 1 year after accessioning procedure becomes obsolete

NOTE: Some libraries accession manuscripts, rare books and special
collections, but not their general library holdings. In these cases, the
accession records need to be retained only for the kinds of materials still
accessioned.

*3.[306]

Directory of public library system and member libraries, prepared by
public library system (member library's copy):
RETENTION: 0 after superseded or obsolete

4.[307]

Borrowing or loaning records, including interlibrary loan:
RETENTION: 0 after no longer needed

*5.[308]

\Catalog of holdings

a. Manuscript or published catalog:
RETENTION: PERMANENT

b. Continuously updated catalog:
RETENTION: 0 after superseded or obsolete

6.[309]

Individual title purchase requisition which has been filled or found to be
unfillable:
RETENTION: 1 year

*7.[310]

Records documenting selection of books and other library materials:
RETENTION: 0 after no longer needed

*8.[311]

Library material censorship and complaint records, including evaluations
by staff, patrons' complaints and record of final decision:
RETENTION: 6 years after last entry

NOTE: Appraise these records for historical significance prior to
disposition. Some library censorship records deal with serious constitutional
issues and may have value for future research.

9.[312]

Patron’s registration for use of rare, valuable or restricted non-circulating
materials:
RETENTION: 6 years




Records Retention Disposition Schedule ED-1

for use by School Districts, BOCES, County Vocational Education & Extension Boards,
Teacher Resource & Computer Training Centers, 1988, revised 1997

Library — ED1

NOTE: This section not only applies to school and BOCES libraries and school library systems,
but also to the Chatham Public Library and Newburgh Free Library. Pursuant to the Local
Government Records Law these two libraries are not considered autonomous public school
district libraries, but are in fact, in regards to records management, part of the coterminous
school district which operates them.

1.[158] Accession records: 1 year after accessioning
procedure becomes obsolete
2.[159] Borrowing or loaning records, including 0 after no longer needed
interlibrary loan:
3.[160] Catalog of holdings
a. Manuscript or printed catalog: PERMANENT
b. Continuously updated catalog: 0 after superseded or
obsolete
4.1161] Individual title purchase requisition which has | 1 year
been filled or found to be unfillable:
5.[162] Records documenting selection of books and 1 year
other library materials:
* 6.[163] Library material censorship and complaint 6 years after last entry
records, including evaluations by staff,
patrons' complaints and record of final
decision:
NOTE: Appraise these records for historical
significance prior to disposition. Some library
censorship records deal with serious
constitutional issues and may have value for
future research.
7.[164] Patron's registration for use of rare, valuable 6 years
or restricted materials:
8.[165] Incorporation, chartering and registration PERMANENT
records:
9.[166] Directory of public library system and 0 after superseded
member libraries, prepared by public library
system (member library's copy):




Records Retention and Disposition Schedule MI-1
for use by Miscellaneous Local Governments, 2002

LIBRARY/LIBRARY SYSTEM

1.[254]

Incorporation, chartering and
registration records:

PERMANENT

*2 [255]

Accession records:

NOTE: Some libraries accession
manuscripts, rare books and special
collections, but not their general library
holdings. In these cases, the accession
records need to be retained only for the
kinds of materials still accessioned.

1 year after accessioning
procedure becomes
obsolete

*3.[256]

Informational copies of records
prepared by and received from public
library system, including but not limited
to directories, minutes, budgets and
reports:

0 after superseded or
obsolete

4.[257]

Borrowing or loaning records, including
interlibrary loan:

0 after no longer needed

*5_[258]

Catalog of holdings

a. Manuscript or published catalog:

PERMANENT

b. Continuously updated catalog:

0 after superseded or
obsolete

6.[259]

Individual title purchase requisition
which has been filled or found to be
unfillable:

1 year

*7.[260]

Records documenting selection of
books and other library materials:

0 after no longer needed

*8.[261]

Library material censorship and
complaint records, including evaluations
by staff, patrons' complaints and record of
final decision:

NOTE: Appraise these records for historical
significance prior to disposition. Some
library censorship records deal with serious
constitutional issues and may have value
for future research.

6 years after last entry

9.[262]

Patron's registration for use of rare,
valuable or restricted non-circulating
materials:

6 years




Records Retention and Disposition Schedule CO-2

for use by Counties 2002

LIBRARY/LIBRARY SYSTEM

1.[340] Incorporation, chartering and PERMANENT
registration records:

*2.[341] Accession records: 1 year after

accessioning
NOTE: Some libraries accession manuscripts, | Procedure
rare books and special collections, but not becomes
their general library holdings. In these cases, | obsolete
the accession records need to be retained
only for the kinds of materials still
accessioned.

*3.[342] Informational copies of records 0 after
prepared by and received from public superseded or
library system, including but not limited to obsolete
directories, minutes, budgets and reports:

4.[343] Borrowing or loaning records, including 0 after no
interlibrary loan: longer needed

*5.[344] Catalog of holdings
a. Manuscript or published catalog: PERMANENT
b. Continuously updated catalog: 0 after

superseded or
obsolete

6.[345] Individual title purchase requisition 1 year
which has been filled or found to be
unfillable:

*7.[346] Records documenting selection of books 0 after no
and other library materials: longer needed

*8.[347] Library material censorship and 6 years after
complaint records, including evaluations by | last entry
staff, patrons' complaints and record of final
decision:

NOTE: Appraise these records for historical
significance prior to disposition. Some library
censorship records deal with serious
constitutional issues and may have value for
future research.

9.[348] Patron's registration for use of rare, 6 years
valuable or restricted non-circulating
materials:




